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Centralized Authorization

 Why do we care?

 \What should we do?
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(Semi) Open Science

Scientific process is based on free exchange of ideas.

Scientific collaborations require us to be more open than ever, while
emphasis on cyber security puts pressure to become more closed off.

The role of IT is to enable exchange of ideas and data balanced with security
concerns.

Non-Scientific resources

Exchange of information happens and is necessary in many other areas of
Laboratory operations
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Global collaboration era
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Global collaboration era
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*Extreme Science and Engineering Discovery Envirenment
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Access = Authentication + Authorization

Accountability

Access always needs to

be managed
g Identity

__{-,
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Even open science
is not 100% open
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On Premise => More Control

«  On premise authentication
— Typically Single Sign-On
— Maybe LDAP

* On premise authorization
— Active Directory Security groups
— Individual Service Provider’s Database
— ldentity Management /
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On Premise => Constraints

 Users don’t want to maintain another set of credentials

— Passwords
— Usernames
— Registration process

« Admins don’t want to maintain another set of credentials

— Expirations dates

— Source of truth

— HRinvolved in registration process
— Short lived accounts

— Price?
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Federation

Members 51
Each person is uniquely identified within organization and within Federation Loung-ony 5
Candidates 13
Metadata All entities 4654
Service IdPs 2711
SPs 1947
Standalone AAs 6
Service Provider Federation C : _
Identity Provider
£& Fermilab

9 5/22/2018 Olga Terlyga | NLIT 2018



Federation
Invaluable collaboration tool!

Metadata
Service

* Placing every SP in federation is not practical
* Each SP maintains authorization data?
* Not every IdP is in Federation

Service Provider
Identity Provider

Are there possibilities here for centralized authorization?
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Identity and Access Management products
Typically

« Portal style
warkday ll Roambi servenow 2 N ) L
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Federation Hub This looks more centralized from Authentication point of view.

External
On-premise SP IdP
. : External
On-premise SP On-premise IdP :ZP a
External
On- ise SP
n-premise 1P

Are there possibilities here for centralized authorization?
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Centralized Authorization in Non-Uniform Federation

Communities of Interest

What should we do?
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