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ABSTRACT 

~his paper presents the uaer"s view of and· the genera! 
organization or the EPICS control system at Fe:::::iilab. 
Various subsystems of' the B?ICS control syste!ll are 'discussed. 
These include the user co~nd lanir~a~e. software protection, 
the device database, reraote computer interfaces, and several 
applic~tion utilities. This paper is related to t~o other 
papers on EPICS: an overvie~ paper and a detailed. 

·1Mp1ementation paper. 

INTRODUCTION 

The Experi~antal Physics Interactive Control 
Systeo (EPICS) at Fermilab is used for 
time-sensitive conitoring and control of devices on 
the bealillines. This paper pre3e:its the user's view 
of the EPICS s;ste~ and is partitioned into the 
~ollowing categories: 

t. user cot:!:land language 
2. softwsre protection 
}. databas& 
4. user console 
5. dats acquisition 
6. syste~ resource displays 
7. error reporting and logging 

USER COlot!-t\llI> LAtTC1JACE 

The user coCl!l!and language is CBASIC. which is a 
s'.lperset of stan:lard BASIC. CBASIC •.s the user's 
only access point into the EPICS control syster.i. We 
obtained from Lawrence Livermore Laboratory a 
version ~v EASIC called REBEL BASIC and modified and 
~xtended ~~ to ~eet our needs. 

·There are several differences between the 
CBASIC language and a standard version of BASIC. 
?irst of all 1 there is explicit declaration of 
·1ariable types in CBASIC. A variable r.iay be 
declared &s real, integer. double intoger, byte, 
logical, .or string. tr a variable is not explieltly 
declared, the na:ne is Ntyped" using the first letter 
of the ne::ie. Initially, all first ietters 
correspond to typa real. However, this ciay be 
changed by use of the IMPLICI~ statement. 

There ara two classes of variables in CBASIC: 
external and internal. An external variable is the 
name or a beamline device which is defined in the 
database a~~ hence is shared a~ong all users. The 
type ot an external variable is also defined in the 
database. An external variable na~e consists of 
!our to nine nlphanuneric characters. An int~rnal 
variable is unique to each console. Its type and 

value are specified by the · user. An internal 
variable ne:ne consists of ooe to t~ree alphanlllll9ric 
characters. ·It an underscore is part er the na~e, 
the length cay be a maxiauc of ~ioe eharactere. 

We have imple~anted the lo~est level or the 
atan~ard subroutines der-ined for Ci\.MAC access b,r the 
Depa::tnent o! Energy: • 

1. CDREG(e,b,e,n.a) 
2. CFSA(f,e,d,q) 

~he subroutine CDR£G is use~ to assign a CA!!AC 
location (b • branch. c - crate, u a station, and 
a a subaddress) to the name o~ an internal variable 
(e). 

The subroutine CFSA is used to issue a function 
code· (f) to a previousl; declared CAMAC location 
(e}. A ·24-bit data word (d) cay be read or writte~. 
The Q response (q) is alvays retur!lei. 

We have also provided a s~oroutine to return to 
a variable (k) the bit-eacoded status or the 
preceding CAMAC operation: 

CTSTAT(k) 

Anothe.- feature the C3AS!C co:nmand language 
pro~ide3 is the accessing of utility an~ application 
tasks via RSX spa·.rn.ing. We r.e.•te added a number or 
ver~s to CBASIC which are processed by passing the 
rest of the coC1111and line to a s~a!f:led task. so~a 
exa~ples of these are the verbs '7l?~, DIR. PURG~, 
and U:ISAVE, which are spa'1T!ei to t?ie PIP utility for 
processing. The HEL? processor is spa~ned to 
provide the users t.ri th concise in!or111atlon on a · 
specified subject. The te~t editor ED7 is also 
spa;.'!led f'ro;:i C.BASIC. 

SOFTWARE P~O?~C?!Oj 

Software protection is l~ple~eated via a user 
account sche~e. We use the RSX syste2 accounting 
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V& t-..... , 8 ad:!'?:! t:'le following fields to a record 
e!l~ry: 

t. resource class 
2. re3ource privileges 
}. device ecce3s privileges 

A user identifies hit:13elf to the system via the 
LOC utility. which has a user interface simi1ar to 
thst of the RSX E<:LLO utility: 

LOG <account-n.ame>/<pass~ord> 

The account editor (AED) is used to 
delete, codify. and eicaaine entries 
accounting file. 

create, 
in the 

ot a nuaber or 
provide3 for file 

whether a user is 

Sort•are protection consists 
elenents. The UIC under RSX 
protection. !t also defines 
privlle3ed i~ the RSX sense. 

The resour:e class specifies wnat type of user, 
e•b•• operator. canager, or systec. This is used 
!or the ge~eral assigll.lllent or resource privileges. 
For exaople, the account editor will not allo",I any 
user lo•er than canager class to list account 
pass-.1ords except his OW'l'h Resource- class is also 
used to deterwine quotas when assigning resources to 
a user. 

The · resource access mask is used for the 
specific assign;ient or resource privileges. For 
exa~ple. t~e CoASIC interpreter uses this to 
deteniine if a user is allowed to use the HCR verb 
or the direct-CAt'J.C-access subroutines. It is 
i::ecessary to ex;ilici tly res.trict U!lage of the CAMAC 
9~broutines because they bypass the normal beamline 
device prote:tion oechanisras. 

The device access mask is used to provide 
beat!!line cevice protectio~. Each device has a 
protection ~ask associated with it. When a user 
requedts access to a device, the protection mask of 
the device is logically "anded" with the device 
access c~s~ of the user's account. The result of 
thi~ logical operation c.ust be nonzero, i.e., the 
intersectioa of the t"o 111asks oust contain the type 
of access reque3ted (e.g., read, write, or control), 
for the device access to successfully complete. 

DATABASE 

The bea~line device database is a file of 
beamline device naces on disk. A subset of the disk 
database is caintained in ceraory. Entries in the 
in-~e~ory database are hash-indexed to provide for 
quicker access. The in-cemory database is updated 
from the disk database on e deraand basis. When a 
reference is cade to a beamline device, the 
in-=e~ory database is searched for the device entry. 
If it is not !ound, the disk database is searched 

It is possible that a de7lce entry in the 
in-~e~ory database is not the cost recent. 1.e •• the 
device entrJ in the disk database ha~ been updated 
by a user. In this case, the e:try froQ the disk is 
l!lO"led to the ia-:::e:::ory database On the next ne• 
reference to the device. The old entr-/ is deleted 
vhen the last referenca to 1t co::ipletes. Under this 
sche~e, it is possible for a single device to have 
eeveral in-=e~ory database entries which are or 
different weges.w 

Eventually, an atte::ip to insert a11 entry !11to 
t~e i~-~e~ory datab~se fron the disk databasa will 
f~il because t~e in-::ieraory datab:lae 1s full. When 
this occurs, the lea3t recently used databa3e ent?""f 
is deleted snd the space is Ujed for the na• e11tr-1. 

There are four types or desc~ipto~ records in 
tba beaalina device database: 

t. !mi? - Module Descriptor Record 
2. PDR - Physical Descriptor Reeori 
}. SDR - Simple logical Descriptor Record 
4. CDa - Coopound logical Descriptor Record 

The Module Descriptor Record (HDR) d93cribu 
coa~on characteristics or a nodule type. Scl!le or 
the characteristics described are: 

1. shtus bi ts 
2. ettrib•.ites such as reading, 

status, and control 
eetting, 

3. data foroato for each attribute 
4. units of ceasureraent 

The Physical Descriptor Record (PDRJ describes 
the unique physical characteristlca of a module. A 
PDR is linked to en MDR vie the codule type. so~~ 
ot the characte~istics described by a PDR are: 

1. CAlUC addreas crate and elot, which 
uniquely identify the PDa 

2. setting li~its for selected attributes 

The Siaple logical Descriptor Record (sDa) 
describes the variable characteristics or a nodule's 
physical occurrance des:rlbed bj a PDR. An SD~ is 
linked to a PDR via the CA:{AC addres:i. SD:ls which 
reference the same PDR ere Bynonyns. An SI:!l 
supports different llays of using a device. Sol!l& of 
the characteristica described by an s.DR are: 

t. device name, which uniquely identifies the 
SDR 

2. transformation paraceters, 
factor 

}. protection mask 
4. ower UIC 

e.g., ecale 

The Car.pound logical Descriptor Record. (CDR) 
describes an arith~etic or boolean relation of 
simple logicel device attributes. An example is the 
ratio or the raading attributes or two devices. 
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So:::e Cf the_ i::for.::.Uio_1l c,;n~eli b 11 _CDR_ i.:i : 

, . CO::lpOu.:ld device :::a::ie 
2. c:o::ip,"J?J.ant soa nan es 
3. attribute for each co_:::ponent SDR 
4. tran5!'or::iatlon p3ra:ieters, e.g., SC!ile 

racto~s 

5. co;:ipow:..i device typa 

A CD~ haa onl7 one a:tribute which is either 
read-onl7 or ~rite-only. 

Thers ere ho disk database utili. es: (1) the 
database editor (DBE) and (2) the datab9se list 
utility (DBL). The databgse editor is used to 
create and nodify entries in the disk database. It 
in~eracts ~ith the user in a question and answer 
for.:i.at. The database list utili~y lists salected 
entries in the disk database. The user may ·select 
which devices to list eccording to a number of 
differe':!.t criteria: 

1. all ~odule types 

2. all.occurrences or a module typa 
1~ a single type 
2. a.:J. alphabetical range of types 

J. device name 
1. a single name 
2. an alphabetical range or na..~es 
3. sll na::1es 

4. sll references to a CA.'L\C location 
1. crate and slot 
2. crate 
3. a range or crates 

:For each device en.try listed, the following 
info~a~ion is output: 

t. device ca;ne 
2. codule type 
}. crate 
4. slot 
5. chancel (sub&ddress) 
6. scale factors 

USER CO~ISOL!: 

A typical beamline console consists of a CAMAC 
nodule, a C3.~, and e keyboard. A device n!'me aust 
be defined in the database for the CA!·!AC tlodule. In 
additio~, a default user account must be associated 
vith this nodule definition. The default user 
account is associated with the console whenever a 
carriage retu!":l is typed at t~e console and no 
CBASIC task is associated with the console, which 
occurs after': 

t. syste~ reboot 
2. the.C3ASIC interpreter exits, which· occurs 

when: 
1 • the user types 'B!E 
2. ·the console ti~es-out as a re~ult of no 

I/O activity 

~he default user account continues to be in· effect 
until a user s~ecifies another account via the LOG 

_u t illty • 

The C?.1 :ay be ~iv1de~ ~~t~ ~~ltiple dis?la7 
fre=~3, whic~ are canaged b7 !~e ~er:itnal AC?. Ir 
the console has local nicropro=e330= intellLgence, a 
graphics fra~e r:.ay also be defi=~~ c~ the CaT. 

The keyboard cocsists of :~=ee p~rts, each of 
which is separatel7 attachable b7 a a~ility progra:l: 

1. type~riter keys 
2. euxtliary Y.e;r.iad - U3ed ~o= special editing 

funetions and ~e~ice co~trol 
'· special function keys - ~tillty specific 

As e re3ult o! the cultiple ~is?ley !ra~es eni 
the oultiple keyboard secti~=3, :~=e than one t!!.3~ 
1:1a7 be i::i.teracting with the co!lSol~ at the · aa:i;i 

tic.e. 

.!?!!! ACQUISI:'!C.~ 

The pt"io.ary input to :oat o! the data 
acquisitio::i. ·processes· in tba E?ICS syste~ is t~e· 
nao~ or a file on disk. This ~ila is called a paga 
tile ani specifies a list o! ~ev!ce nae.es. The 
toraat o~ the file is: 

t. a record contsining e o~e li~e description 
or the file 

2. a de!'ault device re;:.o::-d containing the 
values to be substit~~ei i=~o corraspocding 
device record fie:~s ~ot explicitly 
specified by the us~~ 

'· a oaxi!uum or 127 devic~ records 

~he foraat of a device record i~ ~~~s !ile is; 

1. the na~e or the device 
2. the tirae at which the devi=e is to be rea~ 
'· the value to which the ~evice is to be set 
4. device nonitorin& pa=~e!ers 

1. the tice at vhic~ the tev1ce is to be 
read 

2. lover and upper :i=i.its o~ the value of 
the device 

J. a 24-bit data ca3~ 
4. the cinimun n•.l:l~e= of consecutive 

violations before ala~ing 
5. the na~e of a C3.\SIC progra~ to be 

executed u,oa ala=::U.~; 

The page 
modify page 
line-oriented 
positional, 
keyvord. 

editor (PZDIT) is 01:se'! t'Q create and 
files. ~his ia e :elatively siQple 
editor. Its co.::::a~i :ara~eters ca7 be 
ke;r~ord. or ~ositi~~al folloved by 

Data acqui.s.ition in the ~?ICS syste::i inay be 
classified in one of five categorie3: 

t. setup 
2. repetitive disple7 
}. device conitoring 
4. repetitive distrib~ticn 
5. graphics 
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Utility 
and then 
The list 

For the save function, SAR reads tr.a value of 
esch cevice aoecified via tne psge file and then 
•rites the valu~ into the setting field of the 
cevlce record in the file. 

For the re3tora !unction, SA?. reads the values 
froa each device record in the psge file and then 
vrites the values to the correspo~ding devices. 
Alternatively, the user tiay specify t'nat a value, 
usually zero, be wri.tten to each device specified by 
the pge file. 

Ren~t;;itive Disula.y: Paga Disolay Utility (PAGE:) 
~ha page displ~7 utility displays a list of beaalina 
devices and their values. The list of devices is 
spacified by a paga file. PAGE displays a windo~ or 
con3ecutlve device record entries froa the flle. 
Thi9 display vindo~ ~ay contain as !ev as one record 
or as ~an7 a3 fifteen records. PAGE allows the user 
to scroll this vindo~ for-#ard an1 backward through 
the file in increments o! either a single device or 
a vindo~ or devices. 

The page utility gathers data only 
devices displayed on the screen. For each 
device, it reads the devlce registers and 
the currant values for a ~3xir.u~ 
attributes: reading, setting, a~d status. 
data is gathered at o~e of three rate3: 

for the 
displayed 
displays 

of three 
Device 

1. once each accelerator cycl~ at the ti~e 

specified in the device record 
2. ooce every tvo seconds if tha user 

specified a read ti~e of continuous in the 
device record 

3. five till!es per second if the user has 
requested the page utility perform "fa9t .. 
data acquisition on a device. At most 
three ".fast" data acquisitio!ls r!laY be 
associated ~ith a single display. 

I! allowed by protectioo and d~vice attributes, 
a user cay increcent or decre~ent a displayed device 
by attaching a knob to the device. A page display 
~a7 have two knobs (X and Y) associated with it. 
Your kera on the auxiliary keypad are used to 
control each knob process: attach, detach, 
incre~ent, and decrement. Data for a knobbed device 
is gathered and displayed at the fast rate of five 
tices per second. 

w'hen a pag~ display is initiated, the page 
utilit7 attaches to the keypad and ta the special 
function keya of the console but not to the 
keyboard. For its output, page u3es only part or 
the CR1 display, the size of vhich is specifiable by 
the user. · Therefore, another utility cay use the 
console at the same tice as PAGE: if all that utility 
ceeda is keyboard input. 

!)e•rice Monitoring: ~Utility 
'ifheVatch utility l!lonito::-s ·readings of' dev1ces 
specified via a page file and activates an alarm if 
specified constraints are violated. There are two 

typea -or o!!lar.:i l:'.'JnHod~f: llhit:h ::.a7 be inttia w 

upon a d-<Jvice: (1) licti.t a,ij (2) bit-;iattern. 

For a li::iit vatch, the usa~ a~ecL!ies a lovar 
li~it and an u,par li=it. Th:ae possible li~it;; 
ty,es aa7 ba specified; 

1. a value 
2. a delta value - t~e licit i3 calculat~ by 

deternining an initial value and then 
adding t~e delt3 val•.ie to th<t initial value 

J. a delta percentage the licit is 
calculat~d by de~et":lini.~g an inttial value, 
taking the ~pecified ~ercentaga or this 
initial value, an1 the~ aiding the result 
to the initial.value 

The initial valua ie obtain!!d br re!lding the device 
at the specified tiae far a n!l:lbar·of accel&rator 
cycles and taking the ave=aga of the readings. 

For a bit-pattern ~~ten, the user specifies a 
24-bit mask with each bit po3i!ion containing a 0, 
1, X, or R. The X indicates i~ore that bit. The R 
indicates deter.nine an initial value for that bit 
position by reading the de•1ice. 

'Whenever the watch utilit7 has to deten:iine the 
initial value it i~ to usa for a device, it t:1Ust go 
through a setup pha3e of readi~g the devlce ir~ltiple 
tices. Tha user specifie3 the nunbe= of accelerator 
cycles in this setup phase vfa !he repeat paraceter 
in the device's record entr-f. This repeat paraaeter 
also specifies the nu~ber of consecutive violations 
or the boundary constraint3 vnicb cu3t occur before 
VATCH generates an alar:: for the devica. 

'Whenever a device goes into alar~. the watch 
utility activates an au~ible alar:i and/or displays 
an alarm cessage at a specifiei co~3ole. A tiea3age 
is also displa7ed when a device goes out of alari:t. 
An alara measaga r:.ay identify v~ich device changed 
state or it ca7 only specify the nlli:lbar of devices 
currently in alarm. 

The caxir.iuo nu.:iber of de·rices which may be 
conitored at o~e tine by a pa~ticular u3er depends 
on the resource class of the user's account. 

Reoetitive Distribution 
M.!!. ~ 1'!an;iger (PT~) - A ~u!s!t train tiodule 
serves as a relatively si=?le data acquisition 
interface betwean. the EPICS ·syster:i and. au 
experimenter"s cocp~ter. A pu!se train module' is 
placed. in a CA.MAC crate acce33ible by EPICS. A 
cable is connected from the front or" ·the pulse train 
tiodule to a scalar module in a C.\.'U.C crate connected 
to the expericenter'a carap~ter. w'hen a value is 
written by the EPICS systec to the pulse . train 
codule, the ~odule generate3 an integral number of 
pulses. These are trans~itted via the connecting 
cable to the scalar module ani are counted by the 
codule. This count is then read by the 
experimenter's coaputer. 

The pulse train ca~age= re3ds data ·a-t a 
epecifled tice frOQ a specified source device and 
vrites that data to a specified destination, vhlch 
1s a channel in a pulse train codule. The primary 
input to PT!! is the cal!le o! a pulse train file, 
~hich is an ASCII text file cr~a~ed using the text 
editor EDT. A record in this file has the folloving 
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Also ii;;ut to the pulse train aanager. ;s the 
na.::i.e or a page file which contains all source 
devic~s referenced in the pulse train file. the 
d9vice speci!icat~ons in the page file cust exactly 
catch the so::::ce specifications in the P•Jlse train 
t'ile. Tn'!l prilllaey purpose of this page f~le is to 
enable the u3ar to see a display of the na~es and 
data value 3 or the devices which are being 
distr1.buted to pulse train modules. 

P.e~ote Cooou~er Data Acauisition (RCDA) - The Remote 
Co.:iputsr Data ~'l•Jisition · utiii'tY · li.nks an 
expariz:zenter's col:lputer to the EPICS sysl:eo for the 
purpose ot' acquiring relatively large all\ounts of 
data. Co=unication between the llCDA utili.ty and 
the expericenter's coaputer is done through parallel 
032 CAHAC oodules. An 032 module has an input FIFO. 
and an outout FIFO. each consisting or 256 16-bit 
words. on ... 032 module resides 111 a crate on the 
EPICS 117stea. .'fhis module is connected. via cables 
to a second ~odule which resides in a crate 011 the 
experimenter's systea. ·'fhe experimenter's computer 
writes COQ!:lands into its 032 module. These coramands 
are directly trans~ittecl to the 032 module on the 
EPICS syste:1 where the7 are read by the RCDA 
utility. The RCDA utilit)- writes responsea and data 
into its OJ2. module. 'fhia information is 
trans~itted to the pa~allel module and is read by 
the experimenter's computer. 

The list of devices to read is specified via a 
page tile. In this case, however, the experimenter 
does not specit;r a complete file· na.'lle but only a 
one-digit identit'yi~g n~mber. ~h{s number is then 
inserted into a filename or the fora.at E.\PDAQl.PAG. 
A user account na3e must be associated with the 
device na::ie of the 032 CAHAC module residing on the 
EPICS systeo. The associated UIC is accessed tro:1 
this . account and combined with the constructed 
filename. ·'fhe requested page file is then opened 
for input. 

The CO::i:!lunications sequence which occurs 
between the experimenter's computer and the RCDA 
utilit7 is as follows: 

1. R i - the experimenter's coMputer issues a 
:read request for a data acquisition process 
to be eetup. The specified number 
ldenti!ies a particular page file which 
containa the list of devices froa which to 
gather data. 

2. GOOD - when the P.CDA utility has 
successfully initiated the data acquisition 
process, it returns a response of GOOD to 
the experimenter's computer. 

data at the · completion of' data 
acquisition in an accelerator cycle, the 
ltCDA utility outputs the data. A header 
block for the transmission specifies the 
identifying nuQber or the data acquisition 
pro~sa and the amount of' data being 
transferred. 

A i - a!ter reading all 
experimenter's computer 

the ·data, the 
must issue an 

ackno~ledge iu order to receive aore ~ata. 

The identifying cuober must be ap~elfied 
because there aa7 be cultiple data 
acquisition process~s uniei-~ay for a single 
experimenter interrace. 

5. E I - the p~ssing or data and aclcno~ledges 
contin..ies until the experl:::ienter' s co:::i:kn1ter 
issues a.~ end reque3t to teroinate the 
specified data acquisitio:::i process. 

6. COOD - the RCDA utilitT terminates · tha 
associated data acquisttion process a!ld 
returns a r:espo:::ise of GOOD to ·the 
experiae:iter' s coa;i:ute!". · 

GraphiCs: ~ Ut1.11ty 
Each user executing the graphics utility PL~ ca7 
gather and plot data for a c.aximu;:i of rocr devices. 
A ratio or tha •1alues fro2 t~o de•lices ma.7 also be 
plotted. Beca1:3s graphics puts a relatively hea'IJ' 
load Oft the system, the total nu:nber or devices 
being plotted at any one ti~- needs to be limited. 

There are torci types or plots: (1) ti1:1e a:id (2) 
scatter. For a tice plot, nultiple points are 
gathered betvee:::i specified tioes each accelerator 
cycle ~or each device. The ti1:1e range is divided 
into 120 ei$ua1 intervals and a data value i!t read at 
the start ·or each interval. The Y coordinate of a 
point on the graph is the v:alue read from the device 
and the X coordinate is the ti~e at which the device 
was read. Multi~le device val~es l4A;/ be plotted on 
the Y-axis for each tiMe value on th'!l X-axis. 

For a scatter plot, a single data point -is 
gathered at a specified ti~e each accelerator cycls 
for each devic£t. The Y coordii:.ate of ~ point on· 
this graph. is the value o! a device read at a 
spaci!ied ti:i:e. The X coordinate is the value of' 
another device read at possibly a different tiae. 
As Yith the tice plot, multiple dev:lces may be 
plotted o.n the Y axis. 

~ RE:SOUP.CE DISPLAYS 

The SHOV utility enables the user to display 
VaTious systeo status infor.;iation. The coc:mand 
option& are the tollo~ing: 

\. USERS - displays the consoles currentl:r· 
active on the syste2. !he !ollo~ing 
inf'oniat!on is displayed tor each active 
console: 

t. logical console.nu~ber 
2. p~ysical cons,le nu~b~r and C>J!AC 

location 
3. UIC 
4. usr. account na:ie 
5. Da~es and atates or attached tasks 

2. SHAREI?.f..::MOR? - displays the allocation and 
usage or the ce~Or-J region shared between 
the le7el 2 and level } computers 

J. · UIC ~ displays the ter:ninal's default UIC 
4. POOL - displays the size of the "pool 

dyna~ic storage region 
5. ·us~ - displays a list or the na.'1183 or all 

active tllsks 



-.6-
ERROR RE?O~TrnG AND !<_OGGr:;::; 

"-'llS:i;a -i:::i .th~ EPIC5"· syste:a ;,11.ic'h de-t~t a::i error 
ccnditio~ for::iat a data packet or ralated 
info~a~ion a::id issue a send-data reques~ to 
tt"ans::il t the lnfor:attoii. ~packet to t'.l<J error 
raporting syste~. The error processing utility usss 
a ke7 in the pa:ket to locate a corresponding text 
st'l"ing on d13k. ';:he RSX s:rste::i sabroutb.e SED:'.SG is 
then us~d to for::ut the passad iu!onlation into the 
text string and the result is written to the console 
log and. optionally, to a designated ter.:iinal. 


